
 
 
 

January 30, 2012 
 
 

The Honorable Cliff Stearns     The Honorable Henry Waxman 
2306 Rayburn H.O.B.      2204 Rayburn H.O.B. 
U.S. House of Representatives     U.S. House of Representatives 
Washington D.C., 20515      Washington, D.C. 20515 
 
The Honorable Joe Barton     The Honorable Edward Markey 
2109 Rayburn H.O.B.      2108 Rayburn H.O.B. 
U.S. House of Representatives     U.S. House of Representatives 
Washington D.C., 20515      Washington, D.C. 20515 
 
The Honorable Marsha Blackburn    The Honorable Diana DeGette 
217 Cannon H.O.B.      2335 Rayburn H.O.B. 
U.S. House of Representatives     U.S. House of Representatives 
Washington D.C., 20515      Washington, D.C. 20515 
 
The Honorable G. K. Butterfield     The Honorable Jackie Speier 
2305 Rayburn H.O.B.      211 Cannon H.O.B. 
U.S. House of Representatives     U.S. House of Representatives 
Washington D.C., 20515      Washington, D.C. 20515 
 
 
Dear Members of Congress: 
 
Thank you for your letter of January 26, 2012 about Google’s plans to update our privacy policies by 
consolidating them into one document that is publicly available on our site at 
www.google.com/policies/privacy/preview. 
 
We’re pleased to answer your questions, and we welcome the opportunity to correct some of the 
misconceptions that have been circulated about our updated privacy policy.  
 
Some have expressed concern about whether consumers can opt out of our updated privacy policy. We 
understand the question at the heart of this concern. We believe that the relevant issue is whether users have 
choices about how their data is collected and used. Google’s privacy policy – like that of other companies – is 
a document that applies to all consumers using our products and services. However, we have built meaningful 
privacy controls into our products, and we are committed to continue offering those choices in the future. 
 
There are several other key points that we appreciate the chance to clarify:  
 

 Our approach to privacy has not changed. We’ll continue to focus on providing transparency, 
control, and security to our users. In fact, the announcement of changes to our privacy policy is a 
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great example of our effort to lead the industry in transparency. It’s been the most extensive user 
notification effort in Google’s history – including promotions on our homepage, emails to our users, 
just-in-time notifications, and more – to ensure that our users have many opportunities to learn 
about these changes. 
 

 Google users continue to have choice and control. The main change in the updated privacy 
policy is for users signed into Google Accounts. Individuals don’t need to sign in to use many of our 
services including Search, Maps, and YouTube. If a user is signed in, she can still edit or turn off her 
search history, switch Gmail chat to ―off the record,‖ control the way Google tailors ads to her 
interests using our Ads Preferences Manager, use Incognito mode on Chrome, or use any of the 
other privacy tools we offer. These privacy tools are listed at www.google.com/privacy/tools. 

 

 The privacy policy changes don’t affect our users’ existing privacy settings. If a user has 
already used our privacy tools to opt out of personalized search or ads, for example, she will remain 
opted out. 

 

 Our users’ private information remains private. The updated privacy policy does not change the 
visibility of any information a user has stored with Google. The update is about making our services 
more useful for that individual user, not about making information visible to third parties. 

 

 We’re not collecting any new or additional data about users. Our updated privacy policy simply 
makes it clear that we use data to refine and improve our users’ experiences on Google – whichever 
services they use. This is something we have already done for a long time for many of our products. 

 

 We are not selling our users’ data. We do not sell users’ personally identifiable information, and 
that will not change under the updated privacy policy.  

 

 Our users can use as much or as little of Google as they want. For example, a user might have a 
Google Account and choose to use Gmail, but not use Google+. Or she could keep her data 
separated with different accounts – for example, one for YouTube and another for Gmail. 

 

 We will continue to offer our data liberation tools. Our users will continue to have the ability to 
take their information elsewhere quickly and simply (more information about data liberation is 
available at www.dataliberation.org).  

 
There are two reasons why we’re updating our privacy policies: to make them simpler and more 
understandable, and to improve the user experience across Google. 
 
The first reason is simplicity. Google started out in 1998 as a search engine, but since then, like other 
technology companies, we’ve added a whole range of different services. Gmail, Google Maps, Google Apps, 
Blogger, Chrome, Android, YouTube, and Google+ are just a few of our many services now used by millions 
of people around the world.  
 
Historically when we launched (or acquired) a new service, we added a new privacy policy, or left the existing 
one for that service in place. This approach eventually created a wide range of policies.  
 
In September 2010, we took a first step toward simplifying these policies by folding a dozen service-specific 
notices into our main Privacy Policy. But that still left more than 70 notices. So last week we announced that 
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we’ve re-written our main Google Privacy Policy to make it much more readable, while incorporating most of 
our existing service-specific privacy notices. This now gives users one comprehensive document that outlines 
our privacy commitments across our services. 
 
Regulators globally have been calling for shorter, simpler privacy policies, and we’ve received good feedback 
from several agencies since last week’s announcement. For example, Ann Cavoukian, the Information and 
Privacy Commissioner for Ontario, Canada, who is credited with the concept of ―Privacy by Design,‖ 
recently said about our new Privacy Policy, ―By pulling it all together into one central location and simplifying 
it, it makes it much more accessible and user friendly. So I think this is a positive development.‖ 
 
The second reason is to create a better user experience. Generally speaking, the main Google Privacy Policy 
applies across Google, allowing data to be used generally to improve our services, unless it is limited by a 
specific restriction in the privacy notice for a particular service. Most of our privacy policies have traditionally 
allowed us to combine information gathered in connection with one service with information from other 
services when users are signed into their Google Accounts. By combining information within a user’s account 
we can improve their experience across Google.  
 
For example, today we make it easy for a signed-in user to immediately add an appointment to her Calendar 
when a message in Gmail looks like it’s about a meeting. As a signed-in user she can also read a Google Docs 
document right in her Gmail, rather than having to leave Gmail to read the document. Our ability to share 
information for one account across services also allows signed-in users to use Google+’s sharing feature – 
called ―circles‖ – to send directions to family and friends without leaving Google Maps. And a signed-in user 
can use her Gmail address book to auto-complete an email address when she’s inviting someone to work on a 
Google Docs document. These are just a few examples of how we make our users’ experience seamless and 
easy by allowing information sharing among services when users are signed into their Google Accounts. 
 
However, our privacy policies have restricted our ability to combine information within an account for two 
services: Web History, which is search history for signed-in users, and YouTube, the video-sharing service we 
acquired in 2007. (We had not updated YouTube’s original privacy policy to include Google, with the result 
that Google could share information with YouTube, but not vice versa.) For example, if a user is signed in 
and searching Google for cooking recipes, our current privacy policies wouldn’t let us recommend cooking 
videos when she visits YouTube based on her searches – even though she was signed into the same Google 
Account when using both Google Search and YouTube.  
 
This kind of simple, intuitive experience across Google benefits our signed-in users by making things easier 
and letting them find useful information more quickly. Indeed, we often get suggestions from users about 
how to better integrate our services so that they work together more seamlessly. So our updated privacy 
policy makes it clear in one comprehensive document that, if a user is signed in, we may combine information 
she has provided from one service with information from our other services. We’ll treat that user as a single 
entity across all our services, which will mean a simpler, more intuitive Google experience. 
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We hope this overview of our updated privacy policy, together with our attached answers to your specific 
questions, will address your concerns. However, if you would like to discuss this further, please let us know. 
 

Sincerely, 

    
Pablo Chavez 
Director of Public Policy 
Google Inc.  

 
 
 
cc: Members of the House Committee on Energy and Commerce 
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Responses to Questions 
 

1. Please describe all the information that Google collects from its consumers now.  How will this 
information change after the new privacy policy has been implemented? 
 
Google’s information collection practices are described in Google’s privacy policy, available at 
www.google.com/intl/en/policies/privacy/. 
 
User data collected by Google can be generally described as belonging to one of three broad categories: 
 

 Log data: the record we keep of a computer’s interaction with our service. This data is 
unauthenticated, meaning that we don’t know who the user is. All we know is some basic machine 
identifiers that are sent to our servers from a user’s device. Examples of services where we collect 
unauthenticated log data are Search and Chrome. Logs enable us to do business-critical operations, 
such as identify spam and abuse and improve the quality of our search results and other services. 
 

 Account data: the information stored in connection with a Google Account that a user has created. 
We store this data to provide services to users. For example, a user’s Gmail emails are stored in their 
Google Account. It’s similar for services like Picasa and Blogger. If you are logged-in and have search 
history enabled, that service will store a record of your searches in your account. You can access all 
of this data, you can delete this data, and you can delete your account. 
 

 Service data: content that is not necessarily associated with any user. For example, in Google Maps 
and Google Earth we show you places of interest overlaid on the map; that data is useful, but it is not 
associated with any user. 

 
The updated policy does not allow us to collect any new or additional types of information.   
 
2.  How is the user’s information collected (i.e. initial sign-up process, usage of mobile phone 
application, cookies, etc.)? 
 
User information is collected as described in our main Privacy Policy and terms of service, and as permitted 
under applicable law. 
 
Information is associated with a given user only if the user is signed in to her Google Account. This 
information is provided by the user – it may include such things as a name, phone number, calendar entries 
that she adds, emails she sends or receives, Google+ posts she creates, and YouTube videos she uploads. It 
may also include a record of the user’s previous search queries if the user has search history enabled. 
 
If a user maintains two separate Google Accounts – for example a work account and a personal account – 
Google will not use information from one account to personalize the other.  
 
The Google Dashboard privacy tool shows users which information is associated with their Google 
Accounts, and lets users edit that information.  
 
3.  Please clarify how Google will use the new information it collects. 
 
The updated privacy policy does not allow us to collect any new or additional types of information about 
users. 
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a.  Will you sell, trade, or rent user information?  If so, who has access to users’ personal 
information? 
 
Google does not sell, trade, or rent personally identifiable user information, and shares it with third parties 
only with users’ consent and in the limited circumstances described in our privacy policy, such as to satisfy 
valid legal requests.  
 
b.  For what purposes do the individuals who buy, trade, or rent user information from Google utilize 
user information?  Does Google contractually establish limitations on the use of such data? 
 
Google does not sell, trade, or rent personally identifiable user information, and shares it with third parties 
only with users’ consent and in the limited circumstances described in our privacy policy. 
 
c.  Last year, hackers targeted Gmail users, including some White House staff.  What security steps 
are you taking to protect the new information you are collecting?  Does Google store this 
information in a form that is encrypted or otherwise indecipherable to unauthorized persons? 
 
As explained above, we are not adopting the new policy to allow for collection of any new or additional types 
of information.  
 
It is important to remember that users of Gmail and other email providers were hacked in this phishing 
attack because the victims revealed their passwords to the hackers, not through any security weakness in 
Gmail.   
 
In fact, we provide numerous security features for Google Account holders including two-step verification, 
SSL encryption of search results and data from services like Gmail, Calendar, and Docs, and notifications to 
users about suspicious log-ins. In the phishing incident at issue here, several near-victims had turned on our 
two-step verification tool, which prevented the hackers from accessing those accounts. 
 
We take appropriate security measures to protect against unauthorized access to or unauthorized alteration, 
disclosure, or destruction of data. These include internal reviews of our data collection, storage and 
processing practices, and security measures including appropriate encryption and physical security measures 
to guard against unauthorized access to systems where we store personal data. 
 
We restrict access to personal information to Google employees, contractors and agents who need access to 
that information in order to process it on our behalf. These individuals are bound by confidentiality 
obligations and may be subject to discipline, including termination and criminal prosecution, if they fail to 
meet those obligations. 
 
4.  Please explain Google’s process for sharing data across products, features and services. 
 
a.  Currently, what data is Google sharing across products, features and services?  When did this 
practice begin?  After March 1, 2012, what data will be cross-shared? 
 
For many years, as permitted by our privacy policies, we have combined data within individual accounts in 
ways that make the user experience better, for example by having a single address book shared between 
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services like Gmail and Google Calendar. Our main Google Privacy Policy has made it clear since 2005 that 
data collected by Google is used to improve our services generally. 
 
Users are accustomed to their products working together when they are signed in, and expect this consistent 
experience across their Google Account. The use of a primary privacy policy that covers many products and 
enables the sharing of data between them is an industry standard approach adopted by companies such as 
Microsoft, Facebook, Yahoo! and Apple. 
 
Giving users easy access to their data across Google products allows them to do useful things such as 
immediately add an appointment to Calendar when a message in Gmail looks like it’s about a meeting; read a 
Google Docs memo right in Gmail; use Google+’s sharing feature, circles, to send driving directions to 
family and friends without leaving Google Maps; and use a Gmail address book to auto-complete a contact’s 
email addresses when you invite them to work on a Google Docs memo or send them a Calendar invitation 
to a meeting. 
 
The updated privacy policy reflects our efforts to create one beautifully simple, intuitive user experience 
across Google. The main change is for users with Google Accounts. It makes clear that, if you are signed in, 
we may combine information you’ve provided from one service with information from other services. In 
short, we can treat you as a single user across all our products. 
 
Most of our product-specific privacy policies allowed for sharing of information across products with a 
Google Account prior to this change. A few did not. Specifically, our policies meant that we couldn’t 
combine data from YouTube and search history with other Google products and services to make them 
better. So if a user who likes to cook searches for recipes on Google, we are not able to recommend cooking 
videos when that user visits YouTube, even though he is signed in to the same Google Account when using 
both. We want to change that so we can create a simpler, more intuitive Google experience – to share more 
of each user’s information with that user as they use various Google services.  
 
It’s also important to remember that even after the changes, users will still be able to use many of our 
products – such as Google Search and YouTube – without having to log into their Google Account or having 
to create one in the first place. 
 
We will continue to develop new product features in line with our privacy principles by, among other things, 
being transparent about our practices and providing users with clear choices about how their data is used 
across our services. 
 
For example, users who log in can use the search history settings to edit or delete their search histories or 
turn off the product entirely. So a user who doesn’t want search history used for other products can simply 
delete it or turn it off, consistent with our longstanding commitment to user control. 
 
The updated privacy policy does not change users’ existing privacy settings, nor does it result in any new or 
additional sharing of their personal information with third parties. 
 
b.  What products, features, and services were cross-sharing consumer data prior to March 1, 2012?  
Now that the change has been announced, what products, features and services will cross-share 
data? 
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Many of Google’s products have historically shared or had the ability to share data between and among 
themselves within one Google Account, provided such sharing was permitted under the applicable privacy 
policy. 
 
We have nothing to announce at this time about new products or features that may share data within a 
Google Account under the updated privacy policy. As explained above, it will now be possible under the 
updated policy, for example, to use a signed-in YouTube user’s viewing history to show better search results 
in Google Search, or to use signed-in search history to show more relevant ads across Google.  
 
We are not changing our commitment to being transparent about our practices, or to offering privacy 
controls that give users meaningful choices about how their data is used across our services. 
 
c.  Prior to March 1, 2012, please describe how Google notified its customers, including those who 
use its products without Google accounts, if and when cross-sharing was occurring.  What options 
did the company give those customers for managing or opting out of this data sharing?  After March 
1, 2012, how can consumers manage opt-out of cross-sharing of personal data? 
 
Like most similarly situated companies, Google has always reserved the right to use user information from 
one product or service to improve another product or service, unless a specific product privacy policy 
restricted such data use. Our main Google Privacy Policy has made it clear since 2005 that data collected by 
Google is used to improve our products and services generally. 
 
We believe that this approach is in the best interests of our users, and that it is consistent with their 
expectations. 
 
In addition, we give users choice and control over how they use our products. People can use many of our 
services, including Search, Maps, Google News, YouTube and more, without logging into their Google 
Account, or creating one in the first place.  
 
When someone does sign in to use our services, we give her ways to control how the information in her 
Google Account is used. For example, the user can turn search history on or off, and she can use the Ads 
Preferences Manager to control how ads are tailored to her interests. Users can visit the Google Dashboard 
to see all of the information that is stored in their Google account and to edit that information. 
 
The changes we are making in the updated privacy policy enable us to treat you as one signed-in user across 
all Google services—specifically, we will be able to include your use of signed-in search history and YouTube 
in your use of all Google services. However, we are not changing our approach to protecting user privacy, 
and will continue to offer our users meaningful privacy controls. 
 
Furthermore, people can still set up multiple accounts to manage multiple identities, move data between 
those accounts with Data Liberation tools, and prevent information from one account from being used to 
personalize another account.  If Jane wants to use Google Docs and keep that separate from her personal 
Google+ account, she may create a work_account_jane@gmail.com account that she uses for Docs, and a 
personal_account_jane@gmail.com account that she uses for sharing on Google+. 
 
In terms of notifying users about these changes, this is the most extensive user notification effort in Google’s 
history. On January 24, 2012, we began notifying users including those who use our products without Google 
Accounts, about the changes. This will continue even after the new Privacy Policy takes effect March 1.  
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Our notification methods include emails to our users; a promotion on Google.com; in-product notices on 
properties such as Google Maps, Google News, YouTube and mobile search; a ―New‖ icon beside the 
Privacy link on many Google pages; an interstitial when users sign into their Google Accounts both on 
computers and mobile devices; an updated website, www.google.com/policies, that explains the changes and 
the benefits to users; and a post on the Official Google Blog. 
 
d.  What process do you use in determining whether to enable a new feature, product or service to 
share data with another Google product, feature or service?  Are you currently in the process of 
exploring new cross-sharing avenues, including those related to geo-location services?  If so, how 
will you notify customers of any potential changes? 
 
The determination of whether to enable a new feature, product or service to share data with another Google 
product or service is based, first and foremost, on what we believe will be in the best interests of our users. If 
we believe such a use of data will deliver a better user experience or more relevant content, for example, then 
it is likely that such a use will be explored. 
 
We are not prepared to make any specific product or feature announcements yet that might involve the future 
integration of data across products or services. Future products or features will be developed according to our 
privacy principles, and under our comprehensive privacy program – a deep and systematic collaboration 
between our product and engineering teams and our cross-functional privacy team of engineers, researchers, 
lawyers and other experts to ensure compliance with privacy law and obligations. 
 
As part of our comprehensive privacy program, Google implements reasonable privacy controls and 
procedures to address identified privacy risks on an ongoing basis. Google’s current privacy controls include 
the development of privacy design documents, product review by our privacy working group, product and 
privacy attorneys’ legal review of projects prior to launch, and multiple types and levels of training to ensure 
that privacy issues are promptly recognized and that appropriate escalation paths and response protocols are 
consistently followed.  
 
Consistent with our obligations under the FTC Buzz Consent Order, our privacy program is subject to bi-
annual independent assessments to confirm that we live up to our privacy commitments.  
 
5.  Please explain Google’s practices regarding the archiving of user information, and how this will 
change once its new privacy policy is in place. 
 
The updated Privacy Policy does not materially change our archiving or deletion practices. 
 
a.  Does Google offer users the option to permanently delete their personal information from its 
archives?  If not, why not? 
 
We make good-faith efforts to provide our users with access to their personal information and to delete such 
data at their request, if it is not otherwise required to be retained by law or for legitimate business purposes. 
The current archiving system was originally built to be highly reliable for data retention in order to prevent 
data loss in case of failures, which must be balanced against deletion requests. After receiving a deletion 
request from a user, archived copies will expire and the archival system has mechanisms to subsequently 
overwrite expired archived data. Data may be retained for a number of reasons, such as when required for 
legal compliance. 
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b.  Please describe the technical challenges faced when responding to users’ requests for deletion of 
data.  How long does it take for data to actually be removed? 
 
As is described above, immediate deletion is not always practicable due to the way the archiving system 
operates. Also, other considerations such as legal requirements may impair our ability to immediately process 
a deletion request. However, Google has processes in place to remove user data from active serving systems 
within a reasonable period of time after a user asks us to close his or her Google Account.  Various Google 
services adhere to different deletion guidelines. 
 
c.  Does Google store or permanently delete user information once a user closes or deletes his or her 
Gmail account or Google+ account? 
 
When a Google account is closed, Gmail and Google+ have processes in place to remove account data from 
Google’s active serving systems within a reasonable period of time.  
 
d.  If Google retains information from deleted accounts, how long is it archived and for what 
purpose? 
 
The data is archived on tapes to ensure data recovery in case of failures.  Retention periods for archived data 
vary depending on data source, technology type, and business requirements. Retention can be for a set period 
(such as 60 days) or for the life of the storage medium. 
 
6.  According to an article in The Washington Post, “Consumers won’t be able to opt-out of the 
changes, which will take effect March 1.”  Please explain if consumers will have the option to opt-out 
of any data collection, usage practices, and information sharing between Google’s many services, 
including Gmail, Google Search, and YouTube.  If so, how can a consumer make this request 
successfully?  If not, why not? 
 
If people continue to use Google services after March 1, they’ll be doing so under the updated privacy policy. 
The use of a primary privacy policy that covers many products and enables the sharing of data between them 
is an industry standard approach adopted by companies such as Microsoft, Facebook, Yahoo!, and Apple.  
 
It’s also important to remember that even after the changes, users will still be able to use many of our 
products – such as Google Search and YouTube – without logging into their Google Account or creating one 
in the first place. 
 
We will continue to develop new product features in line with our privacy principles, including being 
transparent about our practices and providing users with clear choices about how their data is used across our 
services. 
 
For example, users who log in can use the search history settings to edit or delete their search history or turn 
off the product entirely. These types of tools give users clear choice if they don’t want to combine 
information from their search history with other information in their Google account under the updated 
privacy policy, consistent with our longstanding commitment to user control. 
 
Other privacy controls that offers users choices about how data is used include: 
 

 Google Dashboard, which shows what information is stored in your Google Account and allows you 
to edit that information; 
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 Google’s Ads Preferences Manager, which allows you to view and edit the information we use to 
show you personalized ads, or to turn off ads personalization entirely, on those partners’ sites, Gmail 
and search; and  

 ―Off-the-record‖ chat in Gmail, if you don’t want your instant message conversations archived; 

 Incognito browsing in the Chrome browser, which lets you surf the web in stealth mode; and 

 Session-wide SSL encryption in Gmail and search results for signed-in users by default, which helps 
protect your email and search results from being snooped on by others using your Internet 
connection (like a WiFi hotspot). 

 
In addition, users can set up multiple accounts to manage multiple identities, move data between those 
accounts with Data Liberation tools, and prevent information from one account being used to personalize 
another account. If Jane wants to use Google Docs and keep that separate from her personal Google+ 
account, she may create a work_jane@gmail.com account that she uses for Docs, and a 
personal_jane@gmail.com account that she uses for sharing on Google+. 
 
7.  Does Google plan to offer distinct privacy protections for children and teens? 
 
We are deeply committed to protecting the privacy of all of our users in their online activities, and especially 
to ensuring that teenagers enjoy appropriate privacy protections online. 
  
Our services are intended for general audiences and are not directed at children. We do not allow consumers 
to sign-up for a Google account if they indicate that they are under the age of 13. We have invested 
significant resources in developing tools that enable teens to have a safe and positive experience while using 
Google services.  More generally, we offer industry-leading tools that let parents protect their family’s privacy 
and safety. 
  
For example, we have built a number of features into Google+ that protect teenagers’ privacy and enable 
them to have an age-appropriate experience while letting them to build meaningful connections online.  
 
We provide teens with in-product guidance about how to protect their privacy, set default privacy controls 
for teen accounts to more conservative settings, and offer educational resources specifically designed for 
teenage users. When teens try to share content outside of their private circles, we provide an in-product 
notification encouraging them to think before they post. Google+ gives users control over who can contact 
them online, and by default, only those in a teen’s circles can communicate with that teen. Furthermore, a 
teenager can with a couple of clicks block someone from communicating with him or her. If a teenager is 
using the Hangouts feature in Google+ to do a live multi-person video chat and a stranger outside of a teen’s 
circles joins the Hangout, we temporarily remove the young adult and give him or her a chance to rejoin. We 
also provide expanded abuse reporting functionality across Google+ to give teens powerful tools to maintain 
positive interactions. Finally, the Google+ Safety Center offers educational resources that describe these tools 
in more detail and explains how teens can protect their privacy and safety online, including resources such as 
a Google+ Teen Safety Guide, a Parent's Guide to Google+, and other tips and advice from child safety 
organizations. 
 
More generally, Google offers users tools to control how the information they post is shared with other users. 
For example, a user can set a YouTube video to private so that it is only shared with specified people. Sharing 
controls across Google products puts users in control of what content they share online, including photos, 
personal blogs, and profile information, by allowing them to share this content with as many or as few people 
as they choose. 

mailto:work_jane@gmail.com
mailto:personal_jane@gmail.com
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Other tools that Google offers to enable families to protect their privacy and safety online include: our 
SafeSearch feature for web search that parents can use to filter sexually explicit images and text in search 
results, YouTube Safety mode that allows users to exercise control to avoid exposure to potentially 
objectionable video content, and reporting tools to enforce community standards across our products. 
  
In addition to developing tools to empower our users to protect their privacy online, we invest significant 
resources in providing educational initiatives to promote awareness about online privacy and safety, and in 
collaborating with industry and law enforcement partners on additional safety initiatives to protect children. 
We would be happy to provide you with additional information about these efforts at your request.  
 
8. Please explain exactly how a user of an Android Phone will be affected by Google’s new policy.  Is 
there any ability for users to opt-out, other than not purchasing and using an Android phone?  How 
will Google’s new policy affect users who do not use an android phone but automatically stay logged 
into their Gmail accounts on their phones? 
 
Our updated privacy policy, like the prior versions, covers users signed into their Google Accounts on 
Android phones just as it does users signed into their Google Accounts from a desktop computer.  So the 
change will not have any significant impact on users of Android phones, and we are not collecting any new or 
additional data about Android users in connection with this change. 
  
Users can choose not to log into an Android phone with a Google Account and still use it to place phone 
calls, send text messages, browse the web and use certain Google applications that do not require account 
authentication such as Google Maps. Some Google applications such as Android Market and Gmail require 
authentication with a Google Account. 
 
9.  How does Google plan to be open and transparent with its users concerning its new privacy 
policy? 
 
We are conducting the most extensive user notification effort in Google’s history. On January 24, 2012, we 
began notifying users, including those who use our products without Google Accounts, about the changes. 
This will continue even after the updated Privacy Policy takes effect March 1.  
 
Our notification methods include emails to our users; a promotion on Google.com; in-product notices on 
properties such as Google Maps, Google News, YouTube and mobile search; a ―New‖ icon beside the 
Privacy link on many Google pages; an interstitial when users sign into their Google Accounts both on 
computers and mobile devices; an updated website, www.google.com/policies, that explains the changes and 
the benefits to users; and a post on the Official Google Blog. 
 
We also are displaying our current privacy policy as well as the updated privacy policy so users can read and 
compare both documents.  
 
10.  Which Google products, features, and services on Google or third party devices and websites are 
subject to the new main privacy policy?  Which are not?  For each, please explain why each of these 
products were included or excluded from the new pain privacy policy.  For each, describe any 
changes under the new policy in the ways that data is allowed to be collected or shared (regardless of 
whether Google does or does not plan on making any immediate operational changes to data 
collection and sharing on these products, features, devices, or services). 
 

http://www.google.com/policies
http://www.google.com/policies
http://www.google.com/policies
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The updated main privacy policy applies to all relevant Google products, features and services with the 
following limited exceptions. We’re maintaining three product-specific privacy notices, linked to from the 
main Privacy Policy: Google Wallet, Google Books and Chrome. Google Wallet is a financial service and 
therefore regulated by industry-specific privacy laws that require detailed descriptions of our practices. For 
Chrome and Books, we wanted to explain our privacy practices specific to those products in more detail 
without cluttering up the main Privacy Policy. 
 
In addition, we are currently keeping the following standalone privacy policies or notices, some of which are 
carried over from recent acquisitions (which are identified with an asterisk after the name), and others which 
require their own separate privacy policies due to legal requirements or contractual commitments: AdMob*, 
BeatThatQuote, CleverSense*, Google Jobs, Google Health, InviteMedia*, Location Services in Firefox, 
reCAPTCHA, Teracent*, The Dealmap*, and Zagat*. 
 
11.  What are the names of all of the Google products and services?  For each product, are you able to 
use that product without logging in? 
 
Users don’t need to log in to use many of our products and services including Search, Maps and YouTube.  
 
Google’s main consumer-facing products are listed at: www.google.com/intl/en/about/products/index.html.   
 
Of those listed, the following products and services may be used without signing in: 
 
Web Search, Google Chrome, iGoogle, Toolbar, Mobile, Maps for Mobile, Search for Mobile, YouTube, 
Books, Images, News, Videos, Picasa, Picnik, Google, Offers, Maps, Earth, Panoramio, SketchUp, Sites, 
Translate, Google+, Blogger, Groups, Knol, Orkut, Blog Search, Custom Search, Patent Search, Product 
Search, Finance, Scholar, Trends, Code. 
 
Also, though not included on that page, Chrome OS and Android may be used without signing into a Google 
account. 
 
For many of our products and services, additional functionality is enabled when the user signs in to his or her 
Google account. Furthermore, when users do log in, we give them ways to control how the information in 
their account is used. For example, they can use the Google Dashboard to see and control what information 
we associate with their account. They can also turn off search personalization, turn off or edit their search 
history, turn their Gmail chats to ―off the record,‖ and use the Ads Preferences Manager to control how ads 
are tailored to them. 

http://www.google.com/intl/en/about/products/index.html

